Open NAT on Xbox One X Behind Check Point 3200 Using SmartConsole (R80.30)
Author: Mitchell Schofield

Firewall Hardware:

Check Point 3200 (R80.30)
CPU Model: Intel Atom C2558
CPU Frequency: 2400.238
Number of Cores: 4

CPU Hyperthreading: Disabled
Total Memory: 8 GB

Firewall Active Blades:
Firewall

Network Policy Management
Logging & Status

ISP:
AT&T FIOS
Consumer home-based internet billed as “Internet 1000 Stand-alone”.

ISP Modem/Router:

ARRIS BGW210-700

Running with modem/router settings Firewall - IP Passthrough - DHCP- Fixed to Check Point 3200 WAN
port MAC address. Check Point WAN port gets the ISP WAN IP via DHCP which is generally 75.X.X.X.

This was done on a flat network with just WAN and LAN; no DMZ.

My LAN Network Config:

L S L-LAN

ae Comment

General 1Py4

NAT Netwark address: 10.15.20.0
Net mask: 255.255.254.0
Broadcast address:
* Included
Not included

IPv6
Network address:

Prefix:

Groups & Add Tag

oK Cancel

OK i) 7533XX IS my WAN IP



Firewall Services to Create (UDP):

UDP Ports:

500 > named “Xbox-500" (see note 1)
3074-3076 > named “Xbox-3074-3076-UDP”
3544 - named “Xbox-3544"

4500 -> named “Xbox-4500" (see note 2)

TCP Ports:
3074-3076 -> named “Xbox-3074-3076-TCP”

Note1:
For UDP port 500, the protocol should be “IKE-UDP”

J’ . Xbox-500
- . = -
o Enter Object Comment

] General

Advanced Protocol: | of IKE-UDP =

IKE {Internet Key Exchange) is a protocol used to set Security
Associations in IPSec. A Security Association is a set of attributes (Public
Keys, Encryption Algorithms etc.) shared between two parties in order
10 SUppOrta secure communication
Match By
- Port:
¢ Standard Port {500}
Customize e

+ Protocol Signature is disabled @

Groups @ Add Tag

oK Cancel

Note 2:
For UDP port 4500, the protocol should be “IKE-NAT-TRAVERSAL-UDP”

d‘_ . Xbox-4500
- Enter Object Comment
General General
Protocol: o IKE-NAT-TRAVERSAL-UDP
Advanced
IKE NAT traversal is a computer networking methodology with the goal
to establish and maintain Internet protocol connections across
gateways that implement network address translation (NAT), NAT
breaks the principle of end-to-end connectivity originally envisioned in
the design of the Internet. NAT traversal technigues are required for
certain client-to-client network applications, such as peer-to-peer file
sharing and Voice over IP.
Match By
= Port:
* Standard Port (4500)
Customize L ]
- Protocol Signature is disabled @
Groups # Add Tag
OK Cancel

Firewall Service Group Created:
“Xbox_Live” (containing):

o “Xbox-500"
“Xbox-3074-3076-UDP”
“Xbox-3544"

“Xbox-4500"
“Xbox-3074-3076-TCP”



My Policies:
Stadard

“
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v Access Control
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4 ssh
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Shared Policies
- @ Geo policy 3 Xbox Live €5 All_Internet B wowAN IP * Any Xbox_Live @ Accept = None #*  Policy Targets

My NAT Policies:
s+ |

w“
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= B0 e
+ Access Control
g Policy Original Source Original Destinati... Original Services Translated 5o Translated Destin... 'Translated Services Install On
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. Threat Prevention 2 = Xpox One *  Any 3 Xbox Live = W-WAN_IP = Original = Original #* Policy Targets
_ Automatic Generated Rules : Machine Static NAT (No Rules]
1Ag Policy
Automatic Generated Rules : Machine Hide NAT (No Rules)
i@ Exceptions Automatic Generated Rules : Address Range Static NAT (No Rules)
Automatic Generated Rules : Network Static NAT (No Rules)
Shared Policies Automatic Generated Rules : Address Range Hide NAT (No Rules)
" ¥ Automatic Generated Rules : Network Hide NAT (3-4)
- @ Geo Policy
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Gateways
* Manual Lower Rules (5-9)

It is very important that your Xbox rules are before your stealth rule. NAT rule 1 and 2 made the difference
here.



